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Abstract. There are still many offline methodologies and playable games out there for teaching various
curriculum elements. These games help the students in understanding difficult I'T concepts. This ap-
proach is called “Computer Science Unplugged” or CSUnplugged in short. As an example, think about
sorting algorithms, binary numbers, data structures, or databases. In the following atticle, we would like
to introduce a new situational game that focuses on software systems, and network communications by
simulating multiple programmable devices, that communicate with each other in real-time. We believe
that the game makes the students activities and helps them to understand critical and important terms
in an interesting and playful way. The game is a simulation of a smart home system in a classroom
environment and does not need any digital devices.

Keywords: CSUnplugged, without computers, smart home, informatics systems, network communica-
tion, offline game

1. Introduction

The essence of teaching computer science without computers is to give students a playful real-
world experience of the important IT concepts and terms. The most important requirements
against this methodology are that they should not need any digital devices and they should have as
least prerequisites as possible. The goal is to help the students figure out an intuitive, playable
solution for an I'T problem.

On the main CS Unplugged webpage!, there are many examples, translated into more than 20
languages. The “CSUnplugged’ term was introduced in 1990 by Tim Bell, Mike Fellows, and Ian
Witten in the first book about the topic [1]. Since then, hundreds of papers, and articles have been
created for various students ages from primary [2] to high school [3] [4]. They cover a wide variety
of topics within IT education. Sorting algorithms, for example, are not easy at all, but there are
several very simple practices that can be played in the classroom [5]. For example, if we ask the
students, they will likely be able to line up very quickly in terms of height. The actual algorithm
may not be realized, but if they observe their own activity, the used methodology can be formalized.
Most of the sorting algorithms can be played in reality, so the teacher is able to suggest and guide
the students to line up in other ways.

Nowadays, these offline games have extensive literature. The concept can be applied to different
subjects [6], but it is worth mentioning that not everything can be replaced, but certain parts of the
curriculum can be substituted by these unplugged games. By the way, it has already happened with
a few textbooks [7] [8] and systems that support coding learning, such as code.org [9]. The approach
is not just popular but has been proven to be effective [10].

In this paper, we would like to introduce an offline situational game, that can be useful in the
teaching of informatics systems. The topic is general, but the game is flexible, so the tone can be
easily moved by the teacher based on a concrete curriculum.

! https://www.csunplugged.org/en/ (last viewed: 06/06/2022)
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2. Description of the situational game

The situation is that we are in a classroom with the students, and we would like to build a smart
home project, where the I'T devices, controllers, sensors, transmission devices, gateways, and dis-
plays are all real students. For example, if we would like to measure the temperate at different
points in the classroom, a student has to stand there “measuring” the temperature (actually guessing
a number that is approximately realistic), and another student controls the lamp by standing next
to the switch, another student monitoring the solution by using the whiteboard (writing the values
on it). The aim of the game is to find the most efficient division and forms of communication as
possible to operate the system. The key is how to modify the various “components” by expanding
and complicating the system. As the task deepens and students invent new and new solutions, they
engage new players as the game transforms into software architecture. Of course, the I'T analogy is
not (necessarily) formulated in the student’s minds, but continuous reflection and teacher orienta-
tion can help in that. For example, the number of the needed programs or hardware can easily be
defined by analyzing the roles (played by the students).

3. Technology background

First, we would like to define what kind of IT tools and knowledge are necessary to implement a
solution for the problem above. The description is not exhaustive and is not detailed, as it is outside
the scope of the article, but we would like to give a comprehensive picture.

3.1 Sensors and controllers

Sensors and controllers are low-level IT devices that can send or receive signals/data in the real
world. Examples can be light, distance sensors or a simple LED, a switch, or even a motor. These
are non-programmable target devices, that require a direct controller.

3.2 Local computing

These are the controllers of the previous layer, which are mainly suitable for M2M communication,
i.e., they either provide some value while running continuously, or they act on a directed request
(eg.: they turn on a lamp, send back data).

At this level, we can also talk about circuit solutions since the controller has to be connected to the
peripherals somehow. Of course, “ready-to-use” devices are also available with GPIO (General
Purpose Input and Output Connections). The most common of these, which can also be used for
educational purposes, are the Ardunio and Raspberry Pi computers. The former can be used to
create embedded systems, the latter to produce products very similar to the operation of a desktop
computet.
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3.3 Network and internet, data transmission

The most important question in this layer is what “communication” actually means. As for the IoT
systems, the network protocols are the answers. Perhaps the most common are:

e MQTT or AMQP
e HTTP or REST

3.3.1The MQTT and AMQP protocols

These protocols (or this type in more general) are very important from our paper’s perspective
because real-life communication is perhaps the most similar to this. The AMQP and MQTT are
publish-subscribe-based protocols. The idea is that whoever forwards the message does not care
who will receive the message. It is like having a discussion in a crowd. We say something very loud,
and those who are listening will hear and understand the message, the others will ignore the report.
The operating principle is that there is a central software (called a broker) that receives the pub-
lished data and sends it to the entities who have subscribed to that particular type of message. This
is very different from the request-response structure, as nobody requested the sent message, and
the sender does not even know who will receive it (and whether the clients who wanted it actually
received it). In general, this is very common in the multi-device world, including in smart home
implementations. For example, a temperature sensor does not necessarily need to know who is
curious about the data. The sensor transmits it to a central application (the smart home controller)
from which users request data through a web interface or a mobile application.

3.4 IoT architectures in general

The general architecture of a real IoT solution is shown in Figure 1:

[11]
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Figure 1: General concept of an IoT solution [11]
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3.5 A concrete architecture
In the following, we would like to show what the architecture of our specific smart home solution
might look like. We do not intend to fully detail them, as this is not the main focus of the article.

Of course, other solutions are conceivable. The examples are important because we actually want
to play these with the students. And during the game, students are expected to design something
like these, based on their own experiences.

3.5.1 Smart-home architecture without a server

Figure 2: Serverless version of smart home architecture

In this case, we need to create a total of 3 applications:

e Temperature sensors are embedded devices, as they only measure and transmit data. A low-level
program is running on them.

e Lighting is also an embedded device, as you only need to serve and handle a simple request. A
low-level program is running on them.

e A mobile application that can map and communicate with devices available on the network.
High-level programs are required. Graphical user interface needs (GUI) to be addressed here.

This is the most commonly used architecture in a normal user environment. The advantage is that
the implementation is cheap and flexible, as it does not require the operation and maintenance of
a server, and integration is easy. There are several tools on the market that are functional and usable
just after downloading an application.

The biggest problem with the architecture is that the system is not integrated. It means we will
need to download and use as many applications as many devices we have. Communication with
devices is severely limited and we may run into various type of problems if we want to run many
clients at the same time. If we are looking for a more complex solution, where the interoperability
of devices and decision logic is necessary, the architecture is inapplicable (e.g.: we want an auto-
matic temperature-based heating controller).
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Another big disadvantage is that we do not have a central solution, that could care of the security
issues, so all the individual components must handle their own security issues. One of the biggest
problems in the IoT world is the lack of security handling [12].

3.5.3Smart home architecture with a server

Figure 3: Server version of smart home architecture

In this case, we need to create 4 applications. The previous three as well plus a server. The server
program is able to communicate with sensors and controllers, make decisions, serve and store data
(for example, in a database), no appearance is required. The server program is by no means low-
level, as it has to communicate across multiple threads and perform a variety of tasks.

The advantage is that with proper planning, it can be largely independent of who gets and gives
data. The system is therefore scalable and easily expandable with new tools.

The system is more secure than the previous one since the sensors are completely hidden from the
outside world, they are only communicating with the central program.

The downside is that it is both expensive and hard to maintain, as the tools are not independent of
each other at all. Each component must be selected so that it is capable of being integrated with
our own system. We also need a high available server computer.

4. Game description

The problem with playing the operation of IT systems is that a program, a real device, is very
different from how we humans would actually act. For example, if we designate someone to meas-
ure the temperature at a certain point in a classroom, then write the result on the board, the student
would probably solve this by guessing a number and then walking over to the whiteboard and
writing it down. However, in the analogy of I'T systems, there is a far simpler solution than creating
a measurement software and an individual robot that can walk and draw. On the other hand, raising
the issue is not useless, as it shows the difference between informatics and everyday thinking.

All in all, the main problem is that communication and perception are different from a machine’s
perspective. For example, we cannot instruct a student not to see or hear others but still be able to
read particular messages.

The ultimate goal is to perform a system with students as actors that models the IT solution of a
real smart home system.
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4.1 Methodology

The planning must be done by the students and its complexity gradually deepens, layer by layer.
The methodology is based on raising the problem and then guiding the students with questions. A
possible set of questions is shown in Table 1.

Suggestions — guid-
ing

Expected outcome

The game

IT analogy

What actors do we need
if we want to measure
the temperature in the 2
corners of the class-
room, want to turn on
the lamp, and want a
user to be able to con-
trol this on the white-
board as if the drawing
were the controller ap-
plication itself?

Someone is planning
how to look at the ap-
plication (draw it on the
whiteboard). The thet-
mometers are 1-1 stu-
dents, someone is at the
switch. There is a user
who presses the drawn
button on the board or
yells if he/she needs
data.

Everyone watches what
the user on the white-
board wants (presses a
button, asks for some-
thing), and they re-
spond to it individually.

Request-response pro-
tocols (e.g.: HTTP).
There are several tools
for different purposes.
There is a network.

GUI should also be
designed.

Peer-to-peer relation-

ship.

The problem with the
previous system is that
the sensors/controllers
can't actually see the
button and can't actually
talk.

A new student is as-
signed to control the ap-
plication and forward
the request to the con-
trollers and draw when
information is received.

When a user presses the
button, only the control-
ler student speaks and
only with the selected
“target device” and vice
versa.

Server-client commu-
nication, but no data-
base yet. Publish-sub-
scribe-based commu-
nication.

We would like to moni-
tor the temperature at
real-time.

The sensor students
keep saying out loud
what they “measure”.

The result is too cha-
otic, difficult to extract,
and the drawing student
cannot follow.

Transmission layer,
gateway, queue.

Continuous data
transmission con-
forms to the MQTT /
AMQP protocols.

Improve the system so
that there is no noise or
information clutter.

Data transfer students
are assigned to transfer
information  between
the sensors and the
monitoring student.

The transmitters carry
the information so there
is no noise. If they get
there at the same time
they have to line up.

>

Very strict architec-
tural and communica-
tion rules for noise
cancellation and effi-
cient data transmis-
sion. Each component
has a very well-defined
task.

There should be more
controllers and users
(like for a real smart
home project).

Students split the white-
board in two and in-
volve a new controller
petson and data transfer

people.

Communication  slows
down because sensors
and switches need to

provide more data.

Table 1: A possible course of the game

It is difficult to give specific guidance about the game because each of the suggestions depends on
the solution the group gives to the previous one. For example, students may be given a fairly well-
designed structure right from the start:

e There is a controller person
e There are data transmitters
e There is a drawing student

e Communication is disciplined and in accordance with the rules
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Of course, even in this case, new components can be developed and added to the system. Another
approach is to reverse the process to play a bad solution directly. Then the awareness and formal-
ization of the problems can be the key

4.2 ‘The tones

In its original form, the exercise focuses on network communication and software architectures.
This can of course be modified. So, it's all about the questions the teacher asks, and the direction
the teacher guides the students:

e Algorithms: what exactly is the "logic" (sensors, switches, controls, drawers) that each student
must implement?

e Hardware: exactly what hardware would we need to actually do this? What are the require-
ments for the hardware, and what should they know?

e Software system: what software would we need to write to make this happen? How do we
handle problems at the software level (data loss, corrupt data, backlogged requests)? What
kind of implementations should be and used, what paradigms should be used (e.g.: console,
web, mobile, windows)? Is there a need for an operating system on each hardware? If so, which
one? If not, why not?

e Data: what data storage is needed? Who should do the storage and data management? What
data packets should pass through the communication? What should these data packets look
like?

e Programming languages: Which programming languages would be useful for the imple-
mentation? Which programming environments would be used to implement the different
components? What programming paradigms could be used?

5. Real tests

5.1 Description of what happened

The game was tested with first-semester students of E6tvos Lorand University. The session was
attended by 14 students and lasted 60 minutes. A questionnaire was also completed at the end of
the session.

The game in this form is obviously not the most perfect, as the students already have a high school
degree in computer science and are familiar with the concepts presented by the game. Nevertheless,
the experience gained there was useful. Students were asked to participate both as "students" and
as observing "teachers". Throughout the session, we constantly reflected on our own work and
evaluated how useful the session was.
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The game started with the presentation of the situation and the task. Without our intervention, the
students roughly devised and implemented the following architecture (each circle corresponds to
one person):

Plotted the
temperature
and the position,
of the lamp

Lamp
instructions
transmitter

Temperature
Sensor

Temperature
Sensor

A central person has
requested a temperature,
or given an instruction to
turn on the lamp, to plot
the corresponding daia

transmitter transmitter

User gave
instructions to
the central
person

Figure 4: First architecture invented by students

From the planning to actually playing the project and considering it finished took about 20 minutes.
During this time, there was a lot of brainstorming, discussion, and refinement, followed by the
actual play. Obviously, because of the age and the situation, they were very disciplined and focused,
which is not expected in a primary or secondary school, for example.

We had very few roles during the session. When they were ready with 1-1 phase, we gave them the
next development opportunity or lesson to learn together (Was it effective this way? Could it be
done differently? etc.) What happened in concrete terms is shown in Table 2.
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Suggestions — guid-
ing

Actual output

Lessons learned

IT analogy

Enter a new user in the
game.

An interesting phenom-
enon compared to the
previous ones was that
when the two users
asked for the light to be
switched on at almost
the same time, the cen-
tral person had to wait
until the corresponding
data transmitting per-
son returned.

During the game, they ex-
perienced this as a problem,
because in reality, long sec-
onds passed here, but we
discussed that of course we
are slower than the way the
data actually goes, but this
kind of race conditions
happen with real software
as well. The problem is
needed to be solved.

HTTP (we compared it
mainly to browsing);
server-client connection;
we would have to write 4
programs if we wanted to
actually implement it.

Enter a second plot-
ter/visualizer.

Here the central man
was already overloaded,
he couldn't do all his
tasks because he would
have had to communi-
cate with too many peo-
ple at the same time.

The two drawings cannot
be done by one person,
even if they have to draw
the same thing.

It was suggested among the
students that the central
man should be taken out of
the system.

Queue, display completely
separated from the server.

Let's solve it without a
human transmitter (by
speaking out loud).

Many people spoke at
the same time, but the
system worked through
refinements.

Students perceived that the
problem was communica-
tion. After 1-2 real-life
tests, very strict rules were
made about who could
speak when, and everyone
was given a different tone
of voice to distinguish who
was speaking. Afterward,
we learned the lesson that
even in real software you
have to somehow strongly
separate the messages, you
have to send an identifier,
so we know where the tem-
perature came from.

Network protocols; data
packet standards (data de-
scription languages); pub-
lish-subsctibe protocol.

See the temperatures on
the board continuously
without being asked.

The two temperature-
sensing men were saying
the data out loud at the
same time. A separate
person had to be called
in to tecord only the
temperatures — continu-
ously.

Following the previous
rules, the data can be sepa-
rated.

Multithreading.

Let's solve it with two
central people.

We couldn't actually
play it, because we didn't
have as many people as
we needed.

It unnecessarily increases
the number of communica-
tions and responsibilities.

Let's solve it without a
central person.

It has been imple-
mented, leaving many
students without an as-
signment.

In this case, the publish-
subscribe mode is more use-
ful than the request-re-
sponse model. The system
has become more flexible.

Table 2: What happened during the live test
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Opverall, we think the session went well and delivered the expected results. The problems encoun-
tered were mainly architectural or network communication problems, and all of them can be anal-
ogised to an IT concept. The students (although not consciously) designed software architectures,
faced critical and common problems and provided solutions.

Last but not least, the session was a lot of fun. The students had to work together, they had to find
solutions together, and they could only do this by working well together. And the situations were
often funny.

5.2 Answers to the questionnaire

In the followings, we would like to present the answers for the questionnaire.

Rate the session according to each aspect!

How feasible do you think the activity is in
secondary school?

How feasible do you think the activity isin a
primary school?

other concepts in a similar way?
How good was the methodology?

How much did the session contribute to your
understanding of IT concepts?

How feasible do you think it would be to teach _

ml m2 3 4 m5

Figure 5: Rate the session according to each aspect!!

According to the graph in Figure 5, the students in the teaching profession rated the session as
good or excellent. We welcome the confirmation that the method is worth trying in primary and
secondary schools. Unfortunately, we missed this, but we should definitely do it at several levels
and in several groups for the sake of completeness.

Although a 4 is good, you can't get past the results of the last question, where only three people
answered with a 5. It could be because they were already familiar with most of the concepts, but
of course, it could also be that they didn't think this was the most effective way of understanding.
We can agree with that. We don't think the methodology is the most effective, but it is the most
straightforward. Teaching software architectures or network communications in primary schools
is far from trivial and is rarely implemented. The methodology offers a new alternative to this
problem.
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How much did the session help you to get closer
to/understand/reflect on the following specific concepts?

Software architecture IEEE———— |
Multitasking IEG——— I
Embedded systems I L

Queue I
Data transmission layer |
Server-client connection . |
Public-subscribe protocol IEE————
Request-response protocol I

Ptocol

Network

o
[S]
IS
o
o
=
o
[
~
-
'S

16

H]l m2 m3 w4 m5

Figure 6: How much did the session help you to get closer to/understand/reflect on the following spe-
cific concepts?

Based on the results in Figure 06, it can be stated that students generally believe that the session
contributed to their understanding of various I'T concepts. Questions about network protocols
were particularly well answered, which is important because this is what we wanted to focus on
during the session. The notion of "queue" was left at the bottom, which is understandable because
it was only just mentioned, and not particularly discussed.

How did you feel during the session? Overall, how do you rate the session?

Hlm2 m3 m4m5 ]l m2 =3 5485
Figure 7: How did you feel during the session? Figure 8: Overall, how do you rate the
session?

Figures 7 and 8 show that, overall, students enjoyed the session and found it useful.
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6. Conclusion

IT thinking can be taught and demonstrated without a computer. In this article, we present a situ-
ational game that can be used with primary and secondary school students, focusing on the design
of software systems and network communication. The exercise can be valuable because these con-
cepts are very difficult to demonstrate.

The method includes possibilities for modification (some of which we have presented), so that the
teacher can adapt the game to a particular concept, age group and level of prior learning.
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